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Agenda

• Increasing Losses will Significantly Impact Bank Profitability

• How Victims are Solicited and Why it Works

• Most Common Financial Crimes

• Solutions
• Ensure Regulatory Compliance

• Technology

• Education and Awareness

• Reporting for Recovery of Funds



Banks are Being Hit from All 
Channels

• It is estimated more than $36 billion is stolen from older adults every 
year by scammers and other types of theft

• Mail theft is facilitating a surge in check fraud

• APP Fraud
• According to an Alloy survey of over 400 FI’s, nearly 60% of banks, fintechs, and 

credit unions lost over $500K in direct fraud losses in 2023

• 22% of Alloy respondents ranked APP fraud as their top fraud type by case 
volume

• Experian reports APP fraud represents 41% of all attacks



Elder Fraud: California is taking 
legislative action

• SB-278 is the newest law to protect 
older Californians from elder fraud 
and exploitation, requiring:

• Financial institutions to establish 
an emergency financial contact 
program

• 3 day hold on suspicious 
transactions

• Must be in place by Jan 2026



What is 
Causing 
Increased 
Bank Losses?

• SB 278 and Reg E liability

• Chip present shifts liability to the bank

• Unprecedented levels of mail theft 

causing surge in check fraud

• Increasing use of APP and Fintech

• FBI’s IC3 received more than 69,000 

complaints of cyber-enabled crime 

and fraud involving cryptocurrency, with 

over $5.6 billion in reported losses

• Multi-tiered scams involving bank or LE 

impersonations
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Victims are Solicited through Text, Phone, Email or 
Social Media
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Why it works

• Everyone is on social media and/or a 
cell phone

• Real-time payments remove the float 
through platforms like Zelle, Venmo, 
and CashPay

• Caller prompts them to buy gift cards 
or go to a cryptocurrency ATM that are 
outside of the banker's view

• The caller tells client to lie to anyone 
who asks why they are transferring or 
withdrawing so much money

• Caller claims to be a government 
official or other authority



• Rapid rise in Gen AI use to enact fraud with deepfakes content through emails, voice, and video

• Enables DIY fraudsters to execute more sophisticated social engineering scams 

• Voice recording can generate an imitation “deepfake” version that can be used to gain access to insurance or financial 
institutions



Most Common Financial Crimes

• Investment Scams/Crypto

• Phone Scams

• Grandparent and Imposter Scams

• Tech Support Scams

• Mass Mail Scams

• Romance Scams

• Counterfeit Check Scams

• Compromised Email Accounts
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Stay Current on Evolution of Scams

Pig Butchering

Romance Scam (10 minutes) 

https://www.youtube.com/watch?v=vthPmLORVr
M

https://consumer.ftc.gov/articles/what-know-
about-romance-scams

Tech support scams in practice  

https://www.youtube.com/watch?v=wHpFNiTaup
0

https://www.youtube.com/watch?v=OXngHr3Vg
UY

Grandparent Scam (7 minutes) 
https://www.c-
span.org/video/?c5093648/philadelphia-attorney-tells-
lawmakers-fell-victim-ai-scam

https://www.youtube.com/watch?v=vthPmLORVrM
https://www.youtube.com/watch?v=vthPmLORVrM
https://consumer.ftc.gov/articles/what-know-about-romance-scams
https://consumer.ftc.gov/articles/what-know-about-romance-scams
https://consumer.ftc.gov/articles/what-know-about-romance-scams
https://www.youtube.com/watch?v=wHpFNiTaup0
https://www.youtube.com/watch?v=wHpFNiTaup0
https://www.youtube.com/watch?v=OXngHr3VgUY
https://www.youtube.com/watch?v=OXngHr3VgUY
https://www.c-span.org/video/?c5093648/philadelphia-attorney-tells-lawmakers-fell-victim-ai-scam
https://www.c-span.org/video/?c5093648/philadelphia-attorney-tells-lawmakers-fell-victim-ai-scam
https://www.c-span.org/video/?c5093648/philadelphia-attorney-tells-lawmakers-fell-victim-ai-scam
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Investment Scams / Pig Butchering

CONNECT WITH 

SOMEONE ONLINE OR BY 

TEXT

THEY ASK YOU TO INVEST THEY SHOW YOU 

“PROFITS”
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Charitable Donation Scams



Amazon 
Impersonations

• Request that client purchase a 
gift card for any service

• Ask you to download or install 
any software to connect with 
customer service to receive a 
refund

• Ask you to pay for something 
over the phone
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Tech Support Crimes

• Fraudster calls and pretends to be a computer 
technician from a reputable company saying their 
computer has been infected

• A popup window says your computer is at risk. 
The message in the window warns of a security 
issue on the computer and to call a number to get 
help

• Fraudulent ‘Refund’ where fraudster tells victims 
they are owed a refund for prior services, requiring 
a credit card, or

• Ransomware- fraudster installs malware that holds 
your computer ‘hostage’ demanding money for 
access.

• Guidance for victims: 
https://www.consumer.ftc.gov/articles/how-spot-avoid-and-
report-tech-support-scams

https://www.consumer.ftc.gov/articles/how-spot-avoid-and-report-tech-support-scams
https://www.consumer.ftc.gov/articles/how-spot-avoid-and-report-tech-support-scams
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Romance Scams



Romance 
Scams
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Counterfeit Check Scams

▪ Cashier’s checks and postal money orders can be 
forged. Cashier’s checks are treated as guaranteed 
funds because the bank itself, rather than the 
individual account holder, is responsible for paying 
the amount of the check. Cashier’s checks are 
commonly required for real estate and brokerage 
transactions. If a person deposits a cashier’s check or 
money order, the person’s bank must credit the 
account by at least $5525 the next day. 

https://www.bbb.org/en/us/article/news-releases/18367-dont-cash-that-check-bbb-study-shows-how-fake-check-
scams-bait-consumers

https://www.bbb.org/en/us/article/news-releases/18367-dont-cash-that-check-bbb-study-shows-how-fake-check-scams-bait-consumers
https://www.bbb.org/en/us/article/news-releases/18367-dont-cash-that-check-bbb-study-shows-how-fake-check-scams-bait-consumers


Counterfeit 
Check Scams

▪ Customer receives a check with 
instructions to deposit it in the 
bank

▪ Later asked to withdraw in cash 
and/or wire and/or Zelle

▪ The check is a fake, and is 
returned as counterfeit 
overdrawing the customer’s 
account
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Solutions



Solutions

• Ensure Regulatory Compliance

• Technology solutions

• Educate account holders about fraud

• Develop an incident response plan



Evaluate your Processes

• Placing Holds
• New Account

• Large Deposit

• Repeatedly Overdrawn

• Redeposited Checks

• Reasonable Cause to Doubt 
Collectability

• Emergency Conditions

• Review Fraud Procedures
• # of days to notify of fraudulent 

items

• Alternatives to writing checks
• Positive Pay

• ACH

• Training!



Large 
Deposit 
Holds don’t 
Protect 
Against 
Fraud

A large deposit hold only 
protects the bank if the check is 
returned before the end of the 
second business day.

In addition, it only works if a 
check is over $5,525.

Client deposits a check 
from a business in the 
amount of $12,000. You 
determine a hold will 
need to be placed. The 
bank must:
▪ Make $225 available 

the next business day
▪ Make $5,300 available 

on the second business 
day

▪ Make the remaining 
funds available on  the 
seventh business day 
($6,475)



Red Flags for 
Check Fraud

• Border, watermarks, holograms or 

other security features missing

• MICR line bold or raised compared 

to prior checks

• Erasures or alterations

• Relationship 30-60 days old

KYC: Source of funds not normal for 

client



Technology 
Solutions to 
Combat the 
problem

∙ Client solutions
∙ Report fraud online
∙ Identity verification
∙ Positive pay for checks and 

ACH
∙ Real-time transaction 

monitoring
∙ Fraud detection solution
∙ Artificial Intelligence / 

Machine Learning

AI/Machine Learning
∙ Recognizing patterns using 

AI algorithms
∙ Providing real-time 

detection
∙ Reducing false positives
∙ Incorporating automation
∙ Integrating with other data 

sources
∙ Using natural language 

processing (NLP) 
∙ Reducing costs

Don’t forget training for your staff /clients



Cognitive Decline Romance 
Exploitation 

Elder 
Abuse

Unusual 
Behavior

Phishing 
Scams

Credit + Identity + 
Home

Recurring charity
Reduced mobility
Missed bills Duplicate 
services

New P2P recipient 
New crypto payment
Dating site joined

Increased grocery bill
Systemic drain

Strange check Strange 
ATM location
High number of checks

Zelle
Crypto
Gift Card
Bill Change

Change of address, 
new account opened, 
stolen email, stolen 
password



Education and Resources

• Newsletters

• In Branch Posters

• Teller Counter Handouts

• Community Presentations
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Resources for Clients



Client-Facing 
Materials

Consider a checklist for the teller line 
to make them stop and think



Front-Line 
Materials

What is the check for? If it appears suspicious (loan to pay medical debt, investment opportunity, a “friend”)

Ask: how did you receive it?

• If mail, report to USPIS and contact our local reps to determine whether the address is a known 

fraud address.

Notify the client a hold will be placed. If they appear upset or “need to send money now”, that should be a 

red flag.  Zelle funds typically cannot be recalled after they are sent.  Consider contacting digital.

• You can offer to call to verify the check and release the hold

What is the purpose of the 

cash withdrawal?

If suspicious and drawn on uncollected funds probe further.

Ask: Where are you taking the cash?

∙ If Bitcoin ATM, report to the Secret Service.

∙ If cash was mailed, report to USPIS.

∙ If cash was used to buy gift cards, contact the company to determine if they have been redeemed. 

Do you need access to this 

deposit immediately?

If yes, ask:

• Who are you sending the money to?

• How did you meet the person who gave you the check/asked you to send a wire/Zelle/buy the gift cards?

• Did they warn you not to tell the bank or say “it’s a private matter”?

• If yes, “This sounds like a scam.  Let me send you some information to review before you speak to them 

again.”

Did you give out any 

personal information?

If yes

1. Flag the account as Identity Theft and file a QAR with the details of the case.

2. Have the client visit the IDtheft.gov checklist.

3. Ask them whether they clicked on any links or allowed access to their computer.

Did they tell to go to a link 

or download anything?

If yes, these may contain malware or phishing attempts. 

If you did click or scan them, did you enter any of your personal details or download any apps from third-

party sources (i.e., anywhere other than the official Google Play store or Apple app store). 

Did the person threaten 

legal action or to freeze 

your account?

If yes, ask if they have contact information for the person who contacted them.



Incident Response: Recover Funds

• File the SAR

• Include all financial transaction information 
and any information on the fraudster

• Save all correspondence, money transmission 
receipts, whether by text, emails, etc. 

• Download a copy of the victim’s complaint 
when filed - victims cannot access a report 
once it is submitted.

• FBI Rapid Asset Recovery Team (RAT) works to 
block certain fraudulent wire transfers in BEC crimes 
by contacting financial institutions quickly to freeze 
suspicious pending wire transfers and return funds to 
victims.

• SUA’s allow for 314B sharing on SARs with other 
financial institutions who have opted in

ELDER financial abuse 32



Always Report in Addition to Filing SAR

• Cybercrimes – FBI 
http://www.ic3.gov/default.aspx

• File a Consumer Complaint
https://www.ftc.gov/

• File Mail Fraud
https://www.uspis.gov/

http://www.ic3.gov/default.aspx
https://www.ftc.gov/


Thank You!

Questions?
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