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Agenda

• Scope: banks, GLBA and CCPA

• CCPA Mission and the Data Broker Problem

• State of Enforcement and Litigation Risk

• Privacy Risk Assessments

• Disclosure Obligations

• Cybersecurity Audit Coverage

• Building your compliance program



What’s new for 2026 and 2027

1. DROP deletion requests 
start August 1, 2026

2. SB 361 broker disclosures 
began January 1, 2026

3. Built-in browser opt-out 
signals by January 2027

4. Revenue threshold now 
$26.625M

• Required for processing “sensitive personal information” 
(e.g. sensitive PI, large-scale profiling, location tracking) or 
using ADMT to make “significant decisions” by April 1, 2028

Risk assessments

• Disclosure, opt-out, notice, opt-out, and limitation on use 
duties begin January 1, 2027

Automated decision-making

• Annual audits, first certifications due April 1, 2028 – April 
2030 based on size (revenue)

Cybersecurity audits

• A strike force now targets data broker registration failures

• Increasing cases and demand letters related to California 
Invasion of Privacy Act

Enforcement / Private Right of Action























Privacy Risk 
Assessment

You must determine whether the risks to 
consumers’ privacy outweigh the benefits 
to the consumer, the business, other 
stakeholders, and the public from that 
same processing



Mapping Data Flows: Where may your obligations 
be hiding?

• Websites that track sensitive data.

• Consumer data related to business 
transactions, such as loan applications 
or signers on deposit accounts

• Employee data, or data on consumers 
who have applied for jobs with your 
bank

Remember

Consumers have the right to limit the use of their 
"sensitive personal information"—such as IP 
address and geolocation—to specific purposes.



Website: “Do not sell or share.”

• Eliminating “Do not Sell” Triggers on Website

– Track activity by session, not cookie

– Anonymize specific information

– Favor general over specific (e.g. City/State 
instead of GPS coordinates)

– Capture campaign, lead-gen, social and referrer 
data without tying it to an individual

– Opt-in via form submissions or “call to action” 
links

• Your vendors may still track activity
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Poll question: Do you market using precise geolocation?



Example: What tracking can look like 
without identifying the individual

1. Identifiers deliberately left out

a. Full or partial IP address 
stored against a visit

b. Persistent cookie or device 
ID linking sessions over time

c. Precise geolocation or 
household-level address

d. Cross-site profiles built with 
third-party ad tags

e. Names or emails, except 
where the visitor opts in 
through a form

2. Identity enters the record only 
when the visitor chooses to 
give it.
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Session-level behavior: 12,480 sessions, avg 2:14 on 
page, 38% reached loan page

Aggregated geography: 62% from California, led by 
Sacramento and Fresno — city/state only

Traffic source and campaign: 41% organic, 22% paid 
social, 15% email — no visitor identity

Device and browser class: 68% mobile, 30% desktop 
— no fingerprint or persistent ID

Event and conversion counts: 310 calculator uses, 94 
appointments, 27 applications — totals only



Less data may not help: California Invasion of 
Privacy Act

Website trackers are under 
fire

Some capture very little; 
others follow users across 
the internet

Less data may not help as 
claims have been filed over 
limited anonymous data
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Third-party 
cookies

Stored on the 
user’s browser 
and owned by a 
third party with 
direct access

Third-party 
pixels

Embedded code 
that reports site 
activity to the 
operator and the 
pixel owner at 
once

Device 
fingerprinting

A third party 
matches 
anonymous data 
to its own 
database to 
reveal identity

Analytics 
software and 
tools

Send user data 
out for 
automated 
analysis

Poll question: Do you know if your marketing team is making inferences on click choices or 
purchase decisions to retarget on your website?



Privacy Risk Assessment: the details matter

Consider the data elements to provide:

• Method of interaction

• Method of collection and use

• Categories collected

• Purpose of each use

• Retention periods

• Number of consumers

• What disclosures have been made and 
how

• Third parties

• Any use of ADMT

SAMPLE PRA REPORT CERTIFICATION

Business and contact Northwind Retail, Inc. Dana Ruiz, 
Privacy Officer, (415) 555-0142

Period covered January 2026 through December 2026

Assessments 14 total: 6 selling or sharing, 4 sensitive 
PI, 3 ADMT decisions, 1 ADMT training

Categories Identifiers, commercial, internet activity, 
geolocation. Sensitive: precise geolocation, log-in 
credentials

Attestation “Under penalty of perjury... the risk 
assessment information submitted is true and correct.”

Signed Dana Ruiz, Chief Privacy Officer, April 1, 2027
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Sample Assessment Form



Control Library



Disclosure 
Obligations for 
Privacy Notice 
and Pre-Use 
and Opt-Out 

for ADMT



Thinking through the Implications of ADMT

Disclosable inferences creating a profile 
about a consumer

• Offering products using marketing 
technology or data based on purchasing 
or browsing decisions?

• Identity inferences that might lead you to 
derive information, data, assumptions, or 
conclusions regarding identity of a 
potential signer to approve an account?

• Automated small business loan dec

Is opt-out required?

• You do not need to provide for ADMT 
opt-out if you provide consumers with a 
method to appeal the decision

What the pre-use notice must cover

• Plain-language purpose of the ADMT

• How to opt out—or how to appeal, if 
using that exception

• Right to access ADMT information; no 
retaliation for using rights

• Additional information about how the 
ADMT works and how the output is used 
in the decision

• Opt-out: at least two methods, one 
matching how you usually interact

Poll question: Does you bank leverage any ADMT that might trigger the notice and opt-out 
requirements?



Do disclosures match actual collection?

• Does every tracker and form field map to a 
disclosed category and purpose?

• Are categories of third-party recipients and 
retention periods stated accurately?

• Do opt-out signals actually stop tags from 
firing?

Poll question: Has your bank compared its privacy disclosures to what you actually collect?

Inventory what you say
Privacy policy, notice at collection, cookie 
banner

Scan what you collect
Tags, pixels, cookies, SDKs, and form fields on 
every site and app

Map and compare
Match each data element to a disclosed 
category, purpose, and recipient

Close the gaps
Remove the tracker or update the disclosure, 
then re-test on a schedule
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Cybersecurity Audit Requirements

Who must audit?

• 50%+ of annual revenue from selling or 
sharing personal information, or

• Revenue above the CCPA threshold 
($26.625M) and, in the prior year, 
processed:

• 250,000+ consumers’ personal 
information, or

• 50,000+ consumers’ sensitive personal 
information

What is required?

• Annual independent audit (internal or 
external)

• Covers MFA, encryption, access controls, 
vulnerability testing, incident response

• Executive-signed certification to the CPPA

• Due April 1: 2028 (>$100M revenue), 2029 
($50–100M), 2030 (<$50M)

Poll question: Has your bank determined that its non-GLBA data triggers an audit?
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